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In monitor mode, breakpoints and watchpoints cannot be data-dependent. 
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No intrusive debug in entire secure world is possible. 
Any debug request, breakpoints, watchpoints, and other 
mecnanism to enter oeoug state arc ignurcu m cinixc 
secure world. 
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Debug in entire secure world is possible 
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Debug in secure user-mode only. Any debug request, 
breakpoints, watchpoints, and other mechanism to enter 
Hf»Hii<r Qtatf* arf» talfpn into account in user mode onlv 
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(Breakpoints and watchpoints linked or not to a thread 
ID are taken into account). Access in debug is restricted 
to what secure user can have access to. 


1 


1 
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Debug is possible only in some particular threads. In 
that case only thread-aware breakpoints and 
watchpoints linked to a thread ID are taken into account 
to enter debug state. Each thread can moreover debug 
its own code, and only its own code. 
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Trace is possible only when the core is executing some 
particular threads in secure user mode. Particular 
hardware must be dedicated for this, or re-use 
breakpoint register pair: Context ID match must enable 
trace instead of entering debug state. | 
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(2) Note that when external or internal debug request is asserted, the core enters halt mode and not monitor mode. 
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(*) As substitution of BKPT instruction in secure world from non-secure world is not possible, non-secure abort 
must handle the violation. 
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